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Front cover: Hidcote, by Mooi River, Kwa Zulu Natal, winter of 2012, one of the coldest places to be in South Africa. Trains were 
standing because all power lines were down, this was also the reason why this signal was not illuminated. Photo:  Greg Hart 
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Eight years after the original publication of Ossie Nock’s long awaited history 
of the Westinghouse Brake & Signal Company, we are proud to announce the 
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updates on signalling standards and the concept of 
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As the final planning takes place for the various signalling and telecommunications 
commissionings to be undertaken during the Christmas period around the world, the 
issue of resources yet again raises its head.

 As an industry, what are we doing to retain the required skill sets and build upon 
them?  Where are the new and younger engineers and managers?  How do they 
gain the required knowledge and underpinning skills to be robust and confident with 
delivery and timescales?  Whilst organisations have been created to look at this area of 
concern, there is very little output to the media to demonstrate the positive things that 
are being done so far.  IRSE NEWS would like to assist in telling the world wide industry 
what is being done by your employer in your country!

Having worked in the industry for a number of years and having seen the feast and 
famine in the UK, the amount of engineering work to be undertaken within the UK in the 
near future alone, will not have sufficient resources to undertake and complete projects 
in a robust and controlled manner that this Institution has suggested to the industry.

Some years ago when I was looking at careers and further education with my eldest 
daughter, I spotted that in schools and colleges there were very few references to 
engineering, let alone railway or signalling and telecommunications engineering.  So 
as an industry, should we try and target the school leavers, graduates, mature students 
and retiring staff from the Armed forces, in order to make them aware about careers 
within the railway industry, engineering in general and in particular, signalling and 
telecommunications?

I would like to see our Institution make available suitable material about our profession 
that could be converted into numerous languages and used to generally raise the 
awareness of the positive and rewarding nature of working within the signalling and 
telecommunications industry world wide.  What do you think?  Would you like to assist 
in helping the Institution achieve this?  If so, please contact the Institution Headquarters.

Are you working this Christmas?  If so, IRSE NEWS would be pleased to receive your 
articles and photographs (taken in a position of safety of course) of the engineering 
activities that you will have been undertaking.  Perhaps your portrait picture (above 
500 kB in size) could be used for a future front cover for IRSE NEWS?

The editorial team and myself would like to wish a very Merry Christmas to all around 
the world.  Perhaps you may want to make a contribution to IRSE NEWS if you are off 
during the festive period and want something to do.  We look forward to hearing from 
you.  Enjoy!
        The Editor
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DECEMBER TECHNICAL PAPER

Key things happening in Europe - IP networks
By Nicolas Laurelut, Head of Telecommunications Division
Réseau Ferré de France (RFF)
Paper to be read in London on 9 December, 2014

INTRODUCTION
Over the years, telecommunication systems have become a 
vital factor in rail network reliability.  A mere boon in the past, 
they are now essential to railway operating safety and network 
coordination.  Modern telecommunications systems have to 
combine ever higher throughput with exemplary reliability and 
with that other key factor: mobility.

Reliable and cost-effective data communication has become 
essential to all important railway operations and services, 
because it affects the overall business case for rail transport, and 
telecommunication services provide crucial support to railway 
operations.

Innovation in the rail telecommunications sector is the one 
factor that will not only help railways to answer demands from 
today’s competitive rail transport sector but can also be a 
facilitator for new options for evolution scenarios.

IP EVOLUTION: A NECESSITY
New needs
Railways are put into a position to have full visibility of all aspects 
that have impacts to their rail operations, can process them 
and are in a position to efficiently react through anticipatory 
means.  This means that information needs to be collected 
from a multitude of different sources such as technical sensors, 
cameras, train time scheduling, and ground based and on-board 

staff to name but a few.  Then this information has to be 
transmitted, processed and converted into reactive measures 
updating time schedules and passenger information systems 
and maintenance systems accordingly.  In this regard, a railway 
operation can be compared to a human organism that has a very 
complex sensing network, processing and a vast set of reactive 
measures to respond to these triggers.  As more of these sensors 
are connected to a control centre, so better rail operation can 
be adapted to its present demands.  In telecommunication 
terminology we are talking about a complex Information and 
Communication Technology (ICT) solution that should turn 
railways into Smart Railways (see Figure 1).

Although there are technologies on the market capable of 
meeting these needs, modernising a huge network in constant 
operation represents a major challenge.

Accordingly, in a context where worldwide telecommunication 
systems are converging towards Internet Protocol (IP), railway 
systems are no exception.  

In addition, during the last decade, the explosion of the Internet 
and smartphones pushed the telecommunications industry to 
adopt IP and optical technologies.  The same trend is observed 
today in all areas of public transport.

Existing railway telecommunication networks are unfortunately 
very expensive in terms of management and maintenance.  
Moreover, they have difficulty dealing with new services and large 

consumers of band-width, such as new 
generation of passenger information; the 
communications operational multimedia; 
video protection in high definition; 
and all the new features intended to 
guarantee the security and reliability of 
the operations or the deployment of 
automated railway services.

The deployed fibre network and the 
increased copper thefts have also 
accelerated the migration process to IP 
technology.

MARKET EVOLUTION
The evolution to IP-based solutions 
relying on fibre optical infrastructure has 
already started in the telecommunications 
market.

In the US, the FCC (Federal 
Communications Commission) has 
accepted in 2014 an AT&T proposal 
to conduct a pair of trials in which 
the company would transition small 
portions of its network entirely away from 
traditional TDM-based (Time Division 
Multiplexing) circuit-switched telephony, 
to be replaced entirely by an IP network.

In France, Orange made a trial in 2013 
in Palaiseau (30 000 inhabitants, 16 000 
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copper lines) to decommission copper lines and to migrate to 
100% fibre optics.  The goal is to identify all the services using 
this infrastructure, and to ensure that they can be transported on 
IP-based/Fibre Optics infrastructure.

This major trend is encouraged by major carriers in many 
countries.  As they are the main customers for equipment 
suppliers, we can predict that the market for legacy equipment 
will shrink accordingly, until it becomes a niche market with heavy 
costs.  Some component suppliers have already announced end 
of life of their older chipsets, and are offering only IP-Enabled 
devices as alternatives.

We are already facing this issue regarding some specific 
interfaces needed for railway needs as we noticed that during a 
market renewal, competitors able to provide these interface were 
less than the former tender, some of them having to redevelop 
them specifically.  

Maintaining some legacy technologies which are less and less 
used by major actors also creates a risk in connection with certain 
specific skills which are becoming rare.  Students no longer learn 
about some of these technologies, and the number of employees 
with these skills is decreasing progressively. 

IP EVOLUTION: THE BENEFITS
Flexibility
Even if existing technologies guarantee the capacity of 
bandwidth that is necessary for the management of video 
applications, voice and data on the same optical fibre 
infrastructure, IP technologies present other strategic 
advantages: the reduction of the total costs of possession and 
the introduction of an increased flexibility thus making it possible 
to deploy new services network or to upgrade existing services.  

Convergence of application traffic on a single network creates 
a need for high-capacity networks that support high bandwidth 
and flexible multipoint communications.  An IP network brings 
the advantages of a circuit-based network to an IP network, and 
enables network convergence, virtualisation and resilience.

In addition, such integrated network architecture will generate 
higher potential for new applications that will improve operations 
and the entire railway service.  Given that these applications 
will surely tend to be standard lP and will take the flexibility 
permitted by this technology for granted, the unified network will 
have to cope with such approach.

With IP networks, users can add or remove new features and 
create an optical infrastructure guaranteeing optimum service 
delivery.

Standardised Technology
The move towards IP will also allow the adoption of off-the-shelf 
equipment, with enhanced configuration capabilities at lower 
costs because mass production keeps prices down, resulting 
ultimately in rapid return on investment.  Moreover, this allows 
having many suppliers able to provide the technology, hence 
maintaining a high level of competition between vendors, and to 
avoid being dependent to one in particular.

CAPEX/OPEX and Scalability
To meet railway operators’ growing requirements for service 
deployment and bandwidth, IP networks are extremely scalable, 
according to requirements that are evolving rapidly.

An IP network can accommodate a growing number of 
applications and services.  Minimal Capital Expenditure (CAPEX) 
requirements for deployment and scaling of this infrastructure are 
the result of the granularity in bandwidth, scaling options, and 

statistical multiplexing.  The converged architecture and the ease 
of network management allow Operational Expenditure (OPEX) 
to be optimised.

A converged network also reduces the number of network 
elements required, thus also reducing costs.

Multiservice Support
An IP network offers a flexible network and service environment 
that enables the continuing support of existing services 
while incorporating new IP and Ethernet applications.  Such 
applications are typically more efficient in bandwidth usage 
when deployed over an IP network.  All services converge at the 
access of the network, where the required packet handling, such 
as encapsulation and quality of service capabilities, is executed.  
Different applications are transported through dedicated Virtual 
Private Networks (VPN) in a point-to-point, point-to-multipoint, 
or multipoint-to-multipoint manner.  This technology offers the 
possibility to meet different requirements of various applications, 
like real-time video, voice or data.

High Availability through IP Networks
High availability is essential to a railway operator’s 
communications network, which carries mission-critical voice, 
video and data information.  With an IP network, railway 
operators have the necessary reliability level to maintain 
uninterrupted operations.  

IP networks offer the possibility of re-routing connections 
around a failure via a functionality called Fast Re-Route (FRR).  
Because the network is service aware, FRR can distinguish and 
prioritise traffic redirection according to priority.  To protect 
the network against node or interconnection failures, end-
to-end standby paths can also be provided.  So IP network 
implementation includes the unique additional high availability 
features of non-stop routing and non-stop services.  The benefits 
are unparalleled availability and reliability.

• Non-stop routing ensures that a control card failure does not 
have any service impact.  Label Distribution Protocol (LDP) 
adjacencies, sessions, and the database remain intact if there 
is a switchover;

• Non-stop service ensures that VPN services are not affected 
when there is a control fabric module switchover.

An IP network can also offer other resiliency features such as 
pseudo-wire redundancy, multi-chassis Link Aggregation Group 
(LAG), multi-chassis Automatic Protection Switching (APS), 
and synchronisation redundancy can also be implemented to 
maximise network resilience.

Quality of Service and Traffic Management
In a railway communications environment where multiple services 
converge over a common infrastructure, quality of service is 
essential.  

An IP network can discriminate between various types of traffic, 
based on a rich set of classification attributes, and prioritise 
transmission of higher priority traffic over lower priority.  It utilises 
extensive traffic management with an advanced scheduling 
mechanism to implement service hierarchies.  These hierarchies 
provide maximum isolation and fairness across different traffic 
while optimising uplink utilisation.  With multiple levels and 
instances of shaping, queuing and priority scheduling, an IP 
network can manage traffic flows to ensure that performance 
parameters (such as bandwidth, delay and jitter) for each 
application are met.
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Optimisation of Network Management and Supervision
A key element of reliable and flexible IP networks is a set 
of effective, simplified management tools that provide easy 
configuration and control of the network, effective problem 
isolation and resolution, and support of new management 
applications.

IP networks include operations, administration and maintenance 
tools that simplify the deployment and day-to-day operation of 
railway communications.  For example, service, interface, and test 
facilities allow for rapid trouble-shooting and enable proactive 
awareness of the state of traffic flows to help minimise service 
downtime.

An IP network can be fully managed by an integrated 
application that covers all aspects of element, network and 
service management on one platform.  It automates and 
simplifies operations management on a converged IP network, 
driving network operations to a new level of efficiency.  It also 
provides simplified diagnosis and intuitive visualisation of the 
relationship between services, the infrastructure and the routing 
layer.  This application simplifies problem resolution, reduces 
control layer configuration errors, and reduces troubleshooting 
time.

Support for Key Applications
An IP network has proven to be highly successful in supporting 
innovative applications.

Video Surveillance
The railway communications network must be able to capably 
handle the massive amounts of video traffic generated for 
instance by closed-circuit television (CCTV) at every station.  
Maintaining the flow of this video traffic from each station 
towards the regional and central operation centres is key to safe 
and efficient operation of the railway system.  For example, a 
solution can be developed to support train dispatch by the driver 
using CCTV.  Video cameras on the platform transfer images 
directly to a monitor in the driver’s cab and to the control centre.  
The system not only speeds up operations, but also enhances 
safety.  Additionally, economic benefits can be achieved with a 
reduction in the personnel required for dispatching the trains, 
especially when the number of trains is high.

Modern video surveillance systems are IP-based and are 
integrated with the IP backbone using a network-based 
architecture.  Managing video traffic can be a challenge for 
railway operators that are still using traditional networks.  

Distributed video surveillance offers many advantages, including 
support for real-time video streaming in many locations and the 
flexibility to deploy video analytics software remotely.

Support for Existing Radio Communication Systems
IP/MPLS (MultiProtocol Label Switching) networks are able to 
provide transport services for GSM-R, but they can also meet the 
need of GSM-R base stations for a precise and constant clock.  
Moreover, the flexibility of IP/MPLS networks allows very effective 
disaster recovery architectures to be configured, with nominal 
and backup paths.

Support for Future Radio Communication Systems
Many mobile operators worldwide have already deployed IP 
network for Long Term Evolution (LTE) backhaul.  The same 
IP network that a railway operator can deploy to support 
all the communications requirements today is also ready to 
effectively support a future radio communication system that will 
replace GSM-R.

Reduction of Space and Power Consumption
Having one single network addressing all needs reduces the 
amount of equipment needed to provide the service, hence 
reducing the required space and power consumption.  Moreover, 
the suppliers of IP routers are energy conscious, and they are 
optimising the power consumption of their appliances over the 
years while increasing their performance, hence decreasing the 
power footprint.

Network Synchronisation and Timing
Accurate synchronisation and microsecond timing are critical 
in communication networks to maintain network operational 
integrity.  In most non-IP networks, synchronisation is distributed 
within the network using specific mechanisms built into the 
physical layer definition or by distributed global positioning 
system clocks.  To deliver the service through a packet network, 
the same synchronisation accuracy or better must be achieved.

IP EVOLUTION: NEW RISKS
Railway telecommunication networks are very close to what 
carrier telecommunication networks are: they serve several 
applications or customers, some critical and some not, with very 
high redundancy requirements, providing agreed service levels 
depending upon the respective requirements of applications.  It 
is essential that railways leverage some of the experience and 
developments made by vendors and carriers around that model, 
in order to benefit from a long term strategy.  All carriers have 
been heavily deploying IP infrastructures to deliver all kind of 
services for ten years, and it would be relevant for railways to 
look in this direction in order to minimise risks and provide a 
future proof infrastructure.

Many of these considerations should be achieved using a 
combination of the following approaches and principles:

• Use only standard devices, systems, protocols and 
functionalities defined by international telecommunications 
committees (e.g., ITU-T, ETSI, IETF and IEEE);

• Plan and design national networks so that they may be 
managed via centralised regional and national network 
operations centres;

• Perform network management by means of comprehensive 
centralised management systems using standardised open 
architectures, data structures, protocols and communications 
interfaces, so as to facilitate integration between products 
and subsystems from different vendors;

• Reduce network complexity by using as few standard 
transport technologies as possible, in particular IP/Ethernet 
technologies;

• Where possible, application interfaces should conform to 
standard interface specifications (e.g., Ethernet interface);

• Ensure network availability, reliability and security by defining 
and deploying robust and secure architectures and by 
implementing security features and functionality over the 
entire network.

Cyber-Security
The field devices were initially deployed over serial analogue 
circuits, so the hacker would have to make physical contact with 
the analogue circuit to capture or disturb the signal.  With the 
new networks, remote attack scenarios need to be considered.  

These new threats have to be taken into account when 
designing an IP network.  A detailed risk analysis has to be 
performed, based on identification of risks, evaluation and 
treatment.  This approach includes enumeration of threats, and 
the estimated occurrence and impact on the system of each one.  
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IP/MPLS networks offer techniques that can respond to security 
threats and lower the level of risks, such as: access control based 
on access lists or firewalls; encryption; and traffic isolation.  
All these considerations have to be taken into account when 
designing an IP/MPLS network.  

Once the network has been designed, it has to be maintained at 
a high level of security by controlling its evolution and constantly 
respecting the security policy.  Moreover, security should be 
enforced by implementing a Security Operations Centre (SOC) 
which monitors and controls the security of networks in real time.  
The main objectives of an SOC are to identify vulnerabilities and 
manage them, to monitor security events and to act in case of 
incidents.

Security also has to be managed during this transition stage 
where some legacy applications are connected over new IP 
networks.  This means that some equipment which has been 
designed to use a closed legacy network, and so without any 
prerequisite for cyber-security, is migrated to IP networks which 
can be considered as attackable.  As a first step, and because 
operational railway safety applications can hardly be modified to 
deal with these new topics, the subject of security is supported 
by the networks by implementing all the techniques mentioned 
above, to keep the highest level of security.  One target should 
be that security should be addressed at a system level, including 
applications.  When developing a new railway system, and 
especially a safety system, cyber-security should be taken into 
account during all the phases of development, implementation 
and operation, which means that railway system suppliers must 
be involved very actively.  In France, this important message is 
currently being put to industry by ANSSI (Agence Nationale de 
la Sécurité des Systèmes d’Information, the French IT Security 
Agency) in order to ensure they are active in this area.

Common-mode Failure
Using one network for every application introduces a new 
risk when facing a major network outage: a former backup 
solution previously carried on a different network might also be 
impacted.  For example, if the network carries not only control/
command data, but also telephony, the management of a 
disrupted situation would become very complicated unless it has 
been planned and technical solutions have been put in place.  
This topic has to be taken into consideration when designing 
networks, and a detailed risks analysis should be performed to 
identify common-mode risks, and evaluate the right solution.  

IP Evolution: Migration Schemes
IP evolution should be not only a network concern but also 
an application one.  The only chance of success is a systems 
approach which includes every component of the system.

The transitory state we are currently in, and which will remain 
for a long time, is the co-existence of different generations of 
applications, with different generations of networks.

Legacy Applications on IP Networks
As the lifecycle of legacy applications is longer than that of 
telecommunication technologies, some solutions have to be 
found in order to integrate them on the new IP network while 
retaining the expected level of quality of service.  One of the 
techniques that can be used is “pseudo-wires,” which offers 
emulation of the connectivity of circuits on an IP network, and 
can be implemented in order to replace legacy networks.  

For a given application, the first step is to define the 
requirements of the application in terms of performance and 
quality of service.  Then the network has to be designed in order 
to meet these requirements, and extensive tests have to be 

performed on a laboratory platform - on an environment close 
to the on-ground situation - in order to validate fulfilment of 
expected indicators.  Then final deployment can be considered, 
and migration can be planned.

A close relationship between telecommunications and 
applications representatives is crucial for success.  When 
considering switching off a part of a network, all applications 
must be inventoried, and technical solutions must be defined and 
tested for each one, in order to have legacy applications use the 
IP network.

IP based applications
Like all other applications, some signalling, power supply and 
traffic control systems have evolved towards native IP interfaces, 
making it easier to integrate them on an IP/PMLS network.

Given the long lifecycle of railway systems, one should be very 
careful when renewing them, and update the need for native 
compatibility with Ethernet/IP networks.  

CONCLUSION
Railway operators should ensure that their communications 
network transformation includes an IP network, as only IP can 
provide the reliability that is needed for mission-critical services 
in future.  

These new technologies will enable railways to optimise 
their network flexibility and management, in order to reduce 
both CAPEX and OPEX without jeopardising safety, security or 
reliability.  A service-aware IP/MPLS network provides the benefit 
of supporting converged voice, data and video applications that 
can be managed through configurable quality of service levels.  
IP/MPLS networks can help address railway communications 
challenges with:

• high network availability;
• network virtualisation;
• guaranteed quality of service for priority traffic;
• support for existing mission-critical services on legacy 

systems and new IP and Ethernet applications;
• flexible synchronisation options;
• reduced operating and maintenance costs;
• improved passenger safety through effective, continuously 

available communications;
• readiness for the next generation of radio bearers which will 

follow GSM-R (LTE-based solutions).
This evolution is not only for telecommunication purposes, 
but should be considered as a global system trend involving 
every technical team on the railway, from the design phase to 
the deployment phase.  Migration has to be planned carefully, 
taking into consideration not only performance aspects, but also 
security.  It has already started in several European countries, and 
will be a major challenge for the upcoming years.

REFERENCE
Reference: “IP Introduction to Railway, Guideline for the fixed 
telecommunication network”, UIC Panel of Telecommunication 
Experts.
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CYBER-SECURITY

Cyber-Security for Railway Telecoms, Signalling & 
Electrification Control
By Paul Darlington CEng FIRSE (Retired, Formerly Head of Telecoms Engineering, 
Network Rail) & Stephen Goodman CEng (Cisco Systems)

The introduction of 
TCP/IP-based networks 
to railway signalling, 
telecommunications and 
electrification control will 
bring many benefits and 
advantages in terms of; 
cost, reliability, scalability 
and efficiency.  However 
it will also introduce a 
new threat in the form of 
security.  The risk of a security breach to the communications 
network, causing an end application to fail or to perform not 
as designed has always been present, but the change to more 
open networks and the rise in cyber-crime has increased the 
risk.  Fortunately most of the challenges faced in operational 
networks have already been addressed in enterprise networks 
and the lesson learned there can be applied to railway TCP/IP 
communication networks.  This paper discusses the threats and 
suggests the best practice that should be implemented.

The issue is not unique to railways and one early example was 
‘Stuxnet’.  Stuxnet, was a joint US-Israel project, which reportedly 
destroyed a fifth of Iran’s nuclear centrifuges by causing them 
to spin out of control.  It was designed to attack industrial 
Programmable Logic Controllers (PLCs) (which incidentally are 
also now being used to control level crossings).   

The virus or worm was delivered into the system though a 
worker’s USB drive and subtly increased the pressure on spinning 
centrifuges, while showing the control room that everything 
appeared normal, by replaying recordings of the plant’s 
protection system values during the attack.  The intended effect 
was not to destroy centrifuges, but to reduce the lifetime of the 
centrifuges such that the infection was not noticed.  Only after 
years of undetected infiltration was a second variation released to 
attack the centrifuges themselves and self-replicate throughout 
the control systems.  The first version of Stuxnet was only 
detected with the knowledge of the second.  

In 2012, two US power plants were affected via USB sticks 
that were infected with malware (a name derived from the 
combination of the words “malicious” and “software).  

The first case emerged after a maintenance engineer noticed 
the USB drive he used to back up control system settings had 
become unreliable.  It was found that there were three infections 
on the drive.   Further investigations found sophisticated malware 
on two engineering workstations associated with running 
critical applications.  The subsequent clean-up operation was 
complicated by a lack of backups.

The second infection was due to a third-party contractor who 
unwittingly infected systems at a power generation utility after 
plugging in an infected USB drive used at home.  A “crimeware” 
virus got into a turbine control system and hit approximately 10 
computers in the network.  The subsequent clean up took three 
weeks to address and resulted in the plant being shut down 
throughout this time.

One railway example was a new physically-isolated operational 
telecoms system introduced in 2008 which was infected with a 
virus from a maintenance technician’s USB drive.  This caused 
porn adverts to be displayed on a touch screen telephone 
system; fortunately it was discovered during testing and before 
the system went live (so is this something that should be added 
to all test plans?).  An anti-virus programme was deployed but, 
because the system was not connected to a central monitoring 
system, no action could be taken remotely and there was no easy 
way of updating the anti-virus programme.

In all the above examples the infections were imported 
via USB drives and the sober reality is that at a global scale, 
pretty much every single industrial or military facility that uses 
industrial control systems at some scale is dependent on its 
network of workers and contractors, many of which are trained 
and competent at narrowly defined engineering tasks, but are 
sometimes immature with regards to cyber-security.

And it’s not just USB drives where threats can come from.  

Denial-of-service attacks, classified as “cyber-attacks,” have 
been used by hackers since the mid-1980s.  Aimed primarily at 
specific sites and networks, denial-of-service attacks block the 
access of legitimate users, rendering the entire site or network 
unavailable.  This can be accomplished through any number 
of methods, including the relentless transmission of irrelevant 
information to tie up a server, so that legitimate requests for 
information remain unanswered.  Attackers can also use these 
cyber-attacks to obstruct the transmission of routing information; 
as a result, legitimate requests never reach their destination.  
The methods of attack manifest themselves in a number of ways 
through dozens of distinct denial-of-service attacks.  The most 
common attacks known today are flood attacks, logic/software 
attacks, mailbombing, Permanent Denial-of-Service (PDoS) 
attacks, accidental denial-of-service attacks, and Distributed 
Denial-of-Service (DDoS) attacks.

On April 26, 2007 Estonia experienced the first wave of 
Denial-of-Service (DoS) attacks.  The attacks targeted prominent 
government websites along with the websites of banks, 
universities, and Estonian newspapers.  After three weeks, 
the attacks ceased as suddenly as they had begun, but not 
before the Estonian government undertook measures to block 
all international web traffic, effectively shutting off one of the 

countries in Europe from 
the rest of the world.

With the next big 
thing being the Internet 
of Everything and 
Machine to Machine 
Communications, this 
will increases the risk 
of cyber-crime being 
imported remotely via 
the telecoms network 
unless defences are 
implemented.
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LEAVE IT AS IT IS?
In the past, operational networks have used a variety of telecoms 
media & protocols and network managers have relied on three 
main factors for protection:

Security by Obscurity
Either no-one knows they are there or the protocols being used 
are so obscure that few people understand them, providing an 
inherent level of protection.

Air-gapped Networks
This stems from the belief that the operational network is not 
connected to any other network and therefore at no risk of attack.  

Limited Impact
Because networks are limited in geographic range, the effect of 
a cyber-attack is very limited.  Alternatively, networks are used to 
monitor rather than control.

These assumptions are increasingly flawed and, as IP and 
Ethernet become more common, greater emphasis must be 
placed on information and network security.

It could be argued that it is far too risky to introduce such 
vulnerable technology for railway operational purposes and 
to rely on traditional point-to-point serial communications, on 
the assumption that this will maintain physical isolation from 
everything else.  This misses the point as IP based networks 
offer many advantages, such as efficiency, productivity, remote 
maintenance diagnostics, monitoring and management.  A totally 
isolated communication network is therefore no longer likely to 
be achieved.  

Even existing point-to-
point serial communications 
systems are vulnerable, 
with very often powerful 
network configuration PCs 
and transmission nodes 
located in traditional relay 
rooms with limited physical 
security.  

If a diverse telecoms link 
is provided for reliability 
using a traditional point to 
point serial communications 

system, two failures of the transmission will lose control.  
However, a packet based IP network can be designed with 
multiple paths and with availability in the order of 99.99%.

The rest of the telecommunications and control system world is 
moving to IP networks, so even if a railway wished to remain with 
traditional serial Time Division Multiplex based systems the cost 
will increase and suppliers will no longer support the obsolete 
technology.   Doing nothing is therefore not an option.  

LEARNING FROM OTHER SECTORS
Railways are not alone in needing secure, safe communications.  
The UK’s national infrastructure is defined by the Government 
as: “those facilities, systems, sites and networks necessary for 
the functioning of the country and the delivery of the essential 
services upon which daily life in the UK depends”.  

There are many other sectors which arguably are just as 
important as railways (if not more so) and they already use 
networks with IP.  These include; emergency services, energy, 
financial services, food, government, health, and water.  Each 
of these sectors requires secure, reliable communications and 

the consequences of failure, or insecure communications, can 
be both economic loss and loss of life.  This also means most 
of the challenges faced in operational networks have already 
been addressed in enterprise networks and the lesson learned 
there can be, and must be, applied to railway IP communication 
networks.

CORPORATE GOVERNANCE
The following suggests the best practice that should be 
implemented and how the risk be managed.

The Centre for the Protection of National Infrastructure (CPNI) 
is a government organisation that provides protective security 
advice.  It defines protective security as “putting in place, or 
building into design, security measures or protocols such that 
threats may be deterred, detected, or the consequences of 
an attack minimised”.  Advice is available for physical security, 
personnel security and cyber-security/information assurance.

A framework needs to be established that enables and supports 
information risk management across the organisation and, while 
ultimate responsibility for risk ownership should reside at Board 
level, it needs to be imbedded in all parts of the organisation 
and not just considered an IT or telecommunications problem.   
However each department should not have its own policy and 
procedure and there needs to be a corporate strategy.

The level of information risk the organisation is prepared to 
tolerate in pursuit of its business objectives should be agreed, 
and a risk statement produced to help guide information risk 
management decisions throughout the business.  This will not 
be easy or straightforward and there will be many competing 
priorities.

An overarching corporate information risk policy needs to be 
created and owned by the Board to help communicate and 
support risk management objectives, setting out the information 
risk management strategy for the organisation as a whole.  

The risks to the organisation’s information assets from a 
cyber-attack will always be changing and it should be a regular 
agenda item for discussion.  The risk of cyber-attack should be 
documented in the corporate risk register and knowledge sharing 
partnerships with other companies and law enforcement agencies 
should be encouraged.  A continuous through-life process needs 
to be adopted to ensure security controls remain appropriate to 
the risk, with constant maintenance and update.

The level of information security required in networks is usually 
defined by considering the three dimensions of Confidentiality, 
Integrity and Availability, usually known as the CIA Triad.  

The Confidentiality measure is how important it is to keep data 
secret and the value of that data to someone that has it.  As an 
example, an individual’s bank details can be misused so they 
have value and should be kept secret.  On the other hand, a lot 
of operational data is only valid for a limited period of time; if it is 
known that a transformer was pulling 10 A of current 10 minutes 
ago, that knowledge is of limited use.  Hopefully, it is clear that 
higher levels of security are required for bank information than 
for operational data.

Integrity concerns the level of trust that can be put into the 
data to ensure that it originated where it says it did and that it 
has been unaltered during the journey.  

Availability means the data being available as and when 
needed.  Historically, this referred to network availability in terms 
of resilience and diversity but increased use of the Internet as 
a transport medium has bought other factors into play.  For 
example, Distributed Denial of Service attacks that flood the 
destination address and prevent it from servicing true traffic.  
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CYBER-SECURITY
For example the UK government, through Communications-

Electronics Security Department (CESD), certifies networks under 
the CESG Assured Service (CAS) system and a Business Impact 
Level 2 (IL2) network carrying ‘protected’ data had a CIA of 2.2.4 
and an IL3 network carrying ‘restricted data’ had a CIA of 3.3.4.  
(Note: The data classifications ‘protected’ and ‘restricted’ were 
replaced in April 2014; however the Impact Level definitions are 
still used.)

When any new system or project is implemented a safety case 
argument needs to be made and challenged.  The safety case 
also needs to include cyber-security and the threats, risks and 
mitigations for security need to follow a similar process to safety.   

All users have a responsibility to manage the risks.  Training 
and user education should be provided which is appropriate and 
relevant and refreshed regularly.  Staff should be encouraged to 
participate in knowledge sharing exchanges with peers across the 
business and other rail and non-rail organisations.

SECURITY CONTROLS
Having decided on the level of security required, controls need 
to be put in place to ensure that the required security level is 
met.  The methods of control that can be put in place to protect 
an organisation fall into three categories:

Administrative: The policies and procedures for running the 
organisation from the classification of data to the hiring of staff.  
Legal and governance requirements fall into this category.

Logical: The systems put in place to monitor and control access 
to data.  These include firewalls, intrusion prevention/detection 
systems and access control.  Logical controls require a security 
operations centre to manage and operate these systems and a 
Security Information and Event Management (SIEM) platform 
should be deployed to facilitate this.

Physical: These controls ensure the physical security of 
equipment and devices.  Physical controls include CCTV, door 
entry systems, fire prevention/suppression systems and alarms.  
These should be specified and designed by someone with the 
right competence, and not left purely to the telecoms, E&P 
(Electrification and Power) or signal engineer.

One interpretation of these controls is shown at Figure 1.

Steps to follow with implementation:

When planning cyber-security there are a number of things that 
should be considered.

1. Cyber-security needs to be included from the earliest 
stages of a project.  Attempts to retrofit security solutions will 
almost certainly fail, leaving vulnerabilities in the network.  A 
thorough threat analysis needs to be carried out considering 
both internal and external threats to security.  Statistically, a 
network is more likely to be attacked from within than outside the 
organisation via disgruntled employees.

2. In the past, security involved building a strong perimeter 
to keep attackers out.  The best practice now is to view security 
in layers using a wide range of solutions to provide monitoring 
and defence across and throughout the organisation.  A 
Multi-Protocol Label Switching - Virtual Private Network 
(MPLS-VPN) for operational data is one mitigation against a 
security threat, but a VPN alone is not designed for security and 
additional measures should be taken.

3. The best plan is to keep it simple and not to over-engineer 
solutions.  The ideal security solution is one that enables people 
to do their work without being aware of it and over-complex 
solutions can be difficult to support and maintain.

4. Consideration should be given to the application of 
recognised good security management practice, such as the 
ISO/IEC 27000 series of standards, and the implementation of 
physical, personnel, procedural and technical measures.  Other 
examples include ISA/IEC 62243 (formerly ISA99).  Industrial 
Automation & Control Systems, IEC 62531 for securing power 
systems, and BS EN 50159:2010 for railway applications.  

5. Limit the use of clear protocols, such as telnet, ftp, and 
http and use encrypted protocols while making sure that the 
Simple Network Management Protocol (SNMP) is up to date.  
This is a protocol for managing devices and their health on 
IP networks, such as routers, switches, servers, workstations, 
printers, modem racks.  Similarly all device firmware should be 
updated regularly.

6. Robust firewalls between the operational and corporate 
network are essential.  A firewall is, in effect, a filter blocking 
unwanted network traffic and placing limitations on the amount 

and type of communication that occurs 
between a protected network and other 
networks (such as the Internet, or another 
portion of the communication network).

7. Make sure that any USB drive is 
checked using a virus scan before being 
used on operational equipment.  While 
all USB drives are a risk to security it is 
particularly important with any USB drives 
used by Third parties are checked.  The 
virus scanning programme should be 
constantly updated to address any new 
threats.  

8. Configuring each device to be 
as individually secure as possible.  
Password or pincode security should be 
implemented on each device both within 
and attached to the network.  Devices can 
be configured with rate limiting values to 
avoid flooding the devices with malicious 
traffic.  Event logs should be kept resident 
on each device in the network, with a 
copy sent to a central log server system 
for analysis and audit.

        

Connected Grid Security Principles

Access Control

Data Integrity, Privacy,
and Confidentiality

Threat Detection
and Mitigation

Device and 
Platform Integrity

TRUST VISIBILITY RESILIENCE

Figure 1 - Connected grid security principles
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9. Cyber-security should be implemented using a quality 
assurance system based on; requirements capture, specify, 
development, design, implement, test, maintain.  It should 
be tested on a regular basis to ensure that it is performing 
effectively.  Penetration testing should be an audit requirement 
from a corporate governance perspective and ideally should be 
carried out by an independent third party.

EXAMPLE: ACCESS CONTROL
Access control is an important factor in any security system and 
should be based on AAA – Authentication, Authorisation and 
Accounting (or Audit).  Simply put, the objective of an access 
control system is to ensure that the user is who they claim 
to be (Authentication), that they are only given access to the 
appropriate systems for their role (Authorisation) and that a 
record is kept of what they did and when they did it (Accounting).

A practical example of access control is allowing a technician, 
often employed by a third-party company, remote access to a 
system for maintenance or repair purposes.  

The classic, insecure, methods of providing this may have been 
to use dial-up modems at each location, sometimes with dial-
back.  Often the security is limited to someone unplugging the 
phone line after the technician has gained access.

Figure 2 shows an alternative method of providing access using 
an SSL-VPN (Secure Sockets Layer – Virtual Private Network).   
This example is taken from a manufacturing plant but the 
principle stands for a rail environment.

The remote user establishes a VPN (Virtual Private Network) to 
the corporate network.   He or she authenticates to a server that 
restricts access to the IP address of the plant firewall.  The portal 
on the plant firewall enables access to specific data, files and 
applications.  An in-build system detects and protects against 
attacks from a remote host.   The firewall then creates a client 
session to the remote access server in the manufacturing zone.  
Further application security in the remote access server restricts 
access to specified factory floor resources according to the 
access level of the user.

User or Role-based access control means that different people 
can gain access to the same system but have different levels 
of privilege.  Figure 2 also shows the process for an internal 
employee.

SUMMARY
Managing cyber-security is an increasingly important element of 
operational network design and implementation.  Failure to take 
it seriously can lead to severe operational difficulties and create 
the potential for unsafe situations.  

However, solutions and tools are available and it is another 
challenge that railway telecommunications, signalling and 
E&P Engineers must rise to.  Other industries face just the 
same problems and knowledge-sharing partnerships with 
other companies and law enforcement agencies should be 
encouraged.  

Levels 0–2
Cell/Area Zones

Demilitarized Zone (DMZ)

Enterprise Zone
Levels 4 and 5

Manufacturing Zone 
Site Manufacturing
Operations and Control
Level 3

Internet

Enterprise
WAN

Enterprise
Data Centre 

Firewall
(Active)

Firewall
(Standby)

Patch Management
Terminal Services
Application Mirror
AV Server

Cisco
ASA 5500

Remote Access Server
• RSLogix 5000
• FactoryTalk View Studio

Catalyst
6500/4500

Remote Engineer
or Partner

Enterprise
Connected
Engineer

Enterprise Edge
Firewall

HTTPS

Cisco VPN Client

Remote Desktop 
Protocol (RDP)

Catalyst 3750
StackWise

Switch Stack

EtherNet / IP

I PS EC
VPN

SSL
VP N

FactoryTalk Application Servers
• View
• Historian
• AssetCentre
• Transaction Manager
FactoryTalk Services Platform
• Directory
• Security / Audit
Data Servers

Figure 2 - Alternative method of access using SSL-VPN
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INDUSTRY NEWS

CBTC to be provided for Paris Line 14 
Extension

Siemens has been awarded a contract to equip an extension of 
Paris Metro Line 14 with Communications-Based Train Control 
(CBTC). 

Line 14 runs for 9 km between Olympiades in the south of the 
city and Saint-Lazare, from where a 5.8 km, four station extension 
northwards to Mairie de Saint-Ouen is being built for opening in 
2019. 

Having provided the train control equipment for the initial 
section opened in 1998, Siemens will again supply its 
Trainguard CBTC platform for unattended automatic train 
operation.  The order is worth around €45m, the company says. 

Siemens expects standard headways on Line 14 to be 85 s  
More frequent trains could be operated to meet short term 
ridership needs. 

In October, the Nuevo León state government in Mexico 
awarded Siemens a €25m contract to provide signalling, 
telecoms and control systems for Monterrey light metro Line 3, 
having selected the company as preferred bidder at the end of 
May.

Siemens is to supply CTS/M automatic train protection, two 
Sicas electronic interlockings, its Vicos operations control system 
and RailCom Manager to oversee the communications network.  
Monitoring and control of the new line will be undertaken from 
the existing Metrorrey operations control centre at Cuauhtémoc.

Designed to handle an expected ridership of 280 000 
passengers / day, the 7.5 km line will begin with a short tunnelled 
section from the Line 2 terminus at Zaragoza through the Barrio 
Antiguo district and then run on a mostly elevated alignment to 
Hospital Metropolitano in the northwest of the city.  There will 
be nine stations, including an interchange with Line 1 at Félix U 
Gómez.

Line 3 is being built by a consortium of Alstom Mexicana, 
Constructora Garza Ponce and Constructora Moyedan under 
a 2.2bn pesos turnkey contract awarded in November 2013.  
Commissioning is scheduled for late 2015.

CAF is supplying a fleet of 22 articulated high-floor LRVs 
under a 3.3bn pesos contract awarded in July, which includes 
20 years of maintenance and an option for another four cars.  The 
vehicles will be similar to the 22 MM93 cars that CAF supplied to 
Metrorrey in 2004-05.

East Coast gears up for ERTMS

The UK’s East Coast Main Line is strengthening its 
resources to manage workstreams to support Network Rail’s 
National Operating Strategy (NOS) Programme, the largest of 
which is the provision of ERTMS. 

The train operator (East Coast) is gearing up to become the 
first UK main line to migrate from traditional to in-cab signalling 
during Control Period 5 (2014-19).  To meet this exciting 
challenge, a bespoke NOS Programme Team has been created 
with the necessary skills, knowledge and experience to ensure 
that the design, development and implementation of the 
Programme will meet the operational requirements and future 
needs of the LNE Route and East Coast franchise. 

East Coast currently provides critical input into various aspects 
of the National and LNE Route ERTMS Programme, from system 
design and reliability through to training, competence and 
procurement.  East Coast identified the need for an appropriately 
resourced team which will oversee ERTMS Technical Design and 
Development including First in Class and NOS implementation 
and delivery.

Appointing a dedicated NOS team reflects East Coast’s 
proactive approach to the Programme, as Paul Boyle, East Coast’s 
Head of Operations Projects, explains “Since the issue of the 
Network Rail Governance Structure in May 2014, we have been 
actively engaged in assessing the impact of the NOS Programme 
on the East Coast business.  Working closely with Network Rail, 
we have highlighted the issues that need to be tackled and 

associated timescales, which for ERTMS implementation starts 
with the King’s Cross and Peterborough phases”.

East Coast recognises that ERTMS is a major business change 
for Britain’s railway that will ultimately reduce the costs of 
maintaining the network, improve performance and enhance 
safety.  The company’s new NOS team will play a vital role 
in ensuring that key milestones are not missed, and that a 
consistency of approach is maintained throughout the transition 
to an ERTMS railway.

New signalling for Metrorrey Line 3

Metrorrey, Mexico
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The Recently-appointed Belgian Transport Minister 
Jacqueline Galant joined Infrabel CEO Luc Lallemand and his 
SNCB counterpart Jo Cornu at Dinant on 20 October 2014, to 
inaugurate ETCS Level 1 on 160 km of TEN Corridor 2 between 
Namur and Athus, near the border with Luxembourg. 

The work included installing 1900 balises and onboard 
equipment in 250 cabs.  The total cost of the project was 
€24.7m, of which half was funded by the European Union – this 
section of the North Sea – Mediterranean Corridor carried nine 
million tonnes of freight in 2013.  The longest continuous section 
of ETCS commissioned in Belgium to date, it brings the length of 
ETCS equipped route to 681 km out of a total network of 6472 
km. 

According to Infrabel, the train protection Master Plan is 
proceeding on schedule; all SNCB trains were equipped with 
the interim TBL1+ system by the end 2013, and all tracks will be 
fitted by the end of 2015.  TBL1+ triggers an emergency stop 
if any train approaches a red signal at more than 40 km/h.  By 
the end of this year, 20% of the SNCB fleet will be using ETCS 
in regular service.  Another 17.7% has it installed but not yet 
operational. 

SNCB recently ordered Alstom Atlas 200 ETCS Level 2 onboard 
equipment for 449 trains, at a cost of €70m, and expects to 
have all of its operational fleet equipped by the end of 2023.  
Meanwhile, Infrabel expects to complete its ETCS programme by 
the same date, having selected Siemens and Cofety-Fabricom for 
a €510m contract to develop, install and maintain the ETCS Level 
2 lineside equipment. 

Following the ceremony, guests boarded the Infrabel ETCS test 
car for a trip over the line.  However, this was halted at Jambloux 
by protestors objecting to the government’s plans to cut its 
funding to Infrabel and SNCB by €188m a year.  The minister 
emphasised that safety remained her highest priority and insisted 
that the ETCS Master Plan would be completed as envisaged.

Infrabel commissions longest ETCS Level 1 Project

Above, Belgian Transport Minister Jacqueline Galant boarding the 
Infrabel ETCS test car at Dinant, accompanied by SNCB CEO Jo Cornu. 

Below, inside the cab of the test car; the TBL1+ equipment is on the 
driver’s left and the ETCS cab signalling on the right. 

Photos: Harry Hondius 

Advanced Train Management System implementation underway

Australia will soon start live testing of the next generation of rail 
freight management systems on the national rail track system.  
Deputy Prime Minister and Minister for Infrastructure and 
Regional Development Warren Truss welcomed the signing of 
a contract by the Australian Rail Track Corporation (ARTC) and 
Lockheed Martin Australia to implement the Advanced Train 
Management System (ATMS).  “The system is custom Engineered 
technology and will transform the way freight rail infrastructure 
is managed and monitored across the country”, Mr Truss 
said.  “Australia’s population, export and import industries and 
economy are all forecast to experience strong growth into the 
future and this growth needs to be supported by a robust, safe 
and reliable logistics industry”.

The ATMS will increase the capacity, safety and reliability 
of our national freight rail network and safely enable more 
trains to travel closer together”.  The Australian Government 
has previously provided $60.8 million for the development 
of the ATMS and is investing a further $50 million for its 
implementation.  ARTC CEO John Fullerton said the technology 
uses GPS navigation systems, broadband communications and 

state of the art computer technology to locate and route trains in 
real time. 

“It also reduces costs associated with the need to sustain 
expensive trackside infrastructure”, Mr Fullerton said.  ATMS is 
being tested over the next two years on a section of ARTC ’s rail 
network in South Australia between Whyalla and Port Augusta.

“We will gradually test and scale up the ATMS in a safe, 
operational and live environment so we can explore the system’s 
full capabilities.  Future focused technology like the ATMS will 
make rail freight across the country even more cost effective 
for Australia’s industries by reducing the reliance on expensive 
trackside infrastructure”.

“ATMS is an illustration of our commitment to implementing 
technology that benefits our freight rail customers and 
strengthens Australia’s international competitiveness.”

Mr Truss said the ATMS demonstrated how the Australian 
Government is delivering the infrastructure to meet Australia’s 
businesses’ need for a more productive future.
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In London on 2 October 
2014, meeting the demands 
of a growing population 
and a necessary railway 
system requires constant 
innovation, according to 
Professor Andrew McNaughton, 
FREng and Technical Director for 
HS2 (the UK’s project to build 
a new high speed north-south 
line).  As both an industry leader 
and a prominent academic, 
Professor McNaughton 
presented the Institution of 
Engineering and Technology’s 
(IET) Sir Henry Royce Memorial 
Lecture for 2014, in which he 
outlined his vision for the UK’s 
future railway systems.  

Professor McNaughton has 
been at the forefront of UK railway system design for the last 
decade and a half.  In this time he was the Chief Engineer of 
Network Rail and has worked on High Speed 2 since 2009.  His 
lecture, entitled ‘User Focused, Engineer Led, and Technology 
Driven’, took the audience through the many challenges he sees 
facing the nation’s rail system.  These range from issues with 
current freighting and train station designs, to weight reductions 
and individualised travel experiences.  

Professor McNaughton assessed the key areas where rail 
systems need updating and addressed the need to roll-out 
changes that improve connectivity between cities and within a 
metropolis.  His most resounding remark came when he stated 

that “successful railway engineering is largely about how you 
put the railway together.” His vision for the future is to have a 
railway system that is not based on the number of trains or rails, 
but the efficiency of services that they provide.  Railways will 
be upgraded to have higher levels of mathematical calculation, 
which will deliver Japanese levels of precision.  This change will 
see company accountability for disruptions increase.  He insisted 
that the days of measuring a good railway journey by distance 
are over; it is now the case that a trip should be measured in 
duration, comfort, lack of delays, and the reduction of time spent 
at a railway station.

Moving through his research, Professor McNaughton outlined 
how rail services were experiencing a push for disaggregation, 
by trying to craft a positive individual experience within what is 
effectively a mass transportation service.  The future will see the 
railway companies sell a train journey as a personal indulgence 
in comfort and enjoyment, by enhancing the passenger 
experience beyond the point of making travellers feel like cattle.  
In making this analogy, he discussed the needed reduction 
in authoritative fare-based utilities, such as train barriers, and 
showing that the railway service trusts passengers to buy their 
tickets.   By improving the passenger experience, reducing travel 
times and delays, and making the experience more personal, 
Professor McNaughton is convinced that the UK will run a more 
attractive and less authoritative nexus of trains.  

“We were delighted to have hosted such a prolific and 
insightful engineer for this year’s Sir Henry Royce Lecture,” 
said William Webb, President of the IET.  “For just under two 
generations Professor McNaughton has played an integral part 
in shaping rail systems within the UK.  His elegance in describing 
how the gap between an engineer and a customer is bridged 
was telling of such a well thought-out vision.  The bar has been 

set high for next year’s 
lecture, and this is in 
keeping with the calibre 
of experts we attract 
to talk on behalf of the 
Institution of Engineering 
and Technology.”

Professor McNaughton’s 
lecture was received 
by a crowded room of 
engineers, railway workers, 
academics, business 
people, railway investors, 
and IET members.  It 
was broadcast live to an 
international audience.  
The stream is now 
available to view via the 
IET’s website.

The Institution of Engineering and Technology’s 
Sir Henry Royce Memorial Lecture 2014
Professor Andrew McNaughton examines the future of rail

 HS2 runs through some of the most densely occupied parts of the capital

FUTURE OF RAIL
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YOUNGER OPINIONS

Reflections of a Signalling Principles Designer
By Dorothy Pipet

INTRODUCTION
Having recently returned from Maternity Leave, I have an ideal 
opportunity to reflect on what I do in my role, and slip in some 
responses to recent articles.

BACKGROUND
I am a Signalling Principles Designer working in the UK on 
mainline projects.  I joined the industry a dozen years ago with 
a Masters Degree in Engineering, having been encouraged to 
consider railway signalling by a friend at university.  The company 
I work for predominantly does signalling design, installation, 
testing and commissioning for large re-signalling, re-control and 
re-lock projects.

THE ROLE
In a sound-bite: design and verification of design details for 
interlocking and control of railway signalling equipment.

Considering the situation with Network Rail, this rarely includes 
scheme design, but may include producing Signalling Design 
Specifications (SDS), Fringe Specifications, Location Area Plans, 
Bonding, Location & REB design, Control Tables, Route lists, Axle 
Counter Reset/Restore lists, various schematics, Interlockings, 
Level Crossings and no doubt other things also.  For me, owing 
to my experience and the current projects the bulk is producing 
or checking Control Tables, Interlocking Data and related 
schematics for large re-signalling schemes.

As part of the design process there is a need to ensure 
consistency with other design (e.g. managing Control Tables of 
several interlockings), to raise and resolve Technical Queries, to 
feed information to tendering and project programmers, deal 
with test logs and generally communicate with others (including 
sub-contractors, client, other projects etc.).

As a project starts I may be responsible for identifying the 
source records required and ensuring they are all ordered, 
then preparing copies for correlation and updating drawings 
afterwards.  There may be a number of specifications to produce 
not just the Signalling Design Specification but also fringes of the 
project, interfaces with level crossings, and between interlockings 
(within the project). 

In most projects there will be some form of stage works 
varying from a series of phases over several years (each a major 
commissioning in itself) to relatively easy jobs, e.g. changing over 
to plug couplers.  I have been involved in specifying stageworks 
and producing design for them, as well as final works.

When a project is commissioned, some designers are required 
to work ‘Design Office Cover’ or requested to assist with testing.  
Since the Personal Track Safety Logbooks appeared, fewer 
designers go out testing, which is to be regretted, I feel.  This 
Christmas I will be working 12 hour shifts in the office.

Once the commissioning is complete there is the long haul of 
updating records, gathering Master Copies, Test Copies etc and 
archiving or returning everything.

I also spend time mentoring less experienced designers, 
helping them develop and ensuring we comply with licensing 
and competence requirements.  So we come to IRSE licensing:  
I hold IRSE Signalling Principles Designer and Design Verifier 
Licences so I must keep the logbook up to date and periodically 
re-apply for licences.  Since there are more licences held than 
designers there is a balance to find between time spent on 
licensing versus project work.  Part of managing that is having 
a good number of licence assessors so I am working towards 
the ‘Level 3 Award in Assessing Competence in the Workplace’ 
(previously ‘A1 Assessor’).

WORST BITS
While some try to avoid working commissioning, my worst bit 
is project change.  This might be source information that is 
delayed, generally owing to tight timescales – in reality a form 
or parallel design, or scope change initiated by the client.  A 
‘simple’ change can result in days of effort but no progress 
towards task completion!  Recently it has felt as if changes are 
drip-fed continually which is most frustrating.

BEST BITS
I most value the sense of achievement which comes in a variety 
of ways.  For example, a commissioning when a year or more of 
design work is finally installed, tested and operating is a great 
achievement for the whole team, and leaves a curious feeling 
of ownership: ‘I helped do that!’.  With each interlocking’s data 
there is a delight when it compiles and works as intended on the 
simulation tool.  It is also gratifying to see mentees progress in 
understanding, skill and licences achieved.

CAREER PATHS
Recruitment to the design office has varied; in recent years 
recruits have been taken on as both graduates and school 
leavers; Graduates have a three year development programme, 
school leavers start with HNC/HND by day release.  Both 
will have to gain appropriate experience over time, achieve 
competence and gain IRSE licences in order to progress to 
Principles Designer level.

Signalling Principles Designer at work
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Looking onwards, the next step is called ‘Design Verifier’, which 
involves leading a small team of designers ensuring designs 
are produced, checked and issued to programme, mentoring 
junior staff, and carrying out appraisals.  From there I could work 
towards the IRSE Engineering Manager (Design) Licence with a 
view to roles such as Contractors Responsible Engineer (Design) 
(formerly Responsible Design Engineer) or a Technical Specialist.

MEMBERSHIP AND EXAMS
Alongside my job I am preparing for the IRSE Examinations 
(Module 2 taken this year).  I echo Firas Al-Tahan (‘Unmitigated 
single point failure - IRSE Exam’ in IRSE NEWS 203, September 
2014) with praise and gratitude for those volunteers who have 
assisted with my preparation: Peter Woodbridge in particular.  
Corporate support for this and other IRSE activities is variable 
between companies; in my case, only professional fees are 
paid.  The majority of events require significant travel, time and 
cost, yet even the local events are poorly supported by myself 
and colleagues.  I would like to ask how this differs in other 
companies; is there an industry norm in terms of attendance at 
events, corporate support for involvement and granting time and 
money? 

ENCOURAGING PEOPLE INTO ENGINEERING
I frequently read, in the IRSE NEWS and elsewhere, about efforts 
to encourage young people into engineering, and particularly 
women (for example Lyndsey Hunter, ‘Women in Engineering’ in 

GLOBAL REACH,
LOCAL DELIVERY

ATA are working on behalf of a market
leader in signalling design, installation

and commissioning. Using cutting-edge
technology and working on major heavy

rail projects across the UK and Ireland. 
Due to growth in projects and unrivalled

success in delivery of existing projects.

-

ATA Recruitment are currently working 
on behalf of the UK’s leading rail 

signalling contractors, covering a variety 
of multi-disciplinary projects nation

wide. Opportunities include framework 
agreements and major tendered 

schemes, regenerating the UK’s rail 
infrastructure.

Find more jobs at: 
www.ata-recruitment.co.uk

@ATA_jobs

For further information on the above roles or to enquire about other vacancies with ATA, please contact the Rail team on:
 01332 861326  or email your details to sam.merry@ata-recruitment.co.uk  referencing RAILPRO

Signalling 
Designers 

  
ranging from £35,000 - £55,000 

dependent on experience

       Locations 
London, Swindon, Bristol, Hertfordshire, 

Manchester, Birmingham, York & Glasgow.

 Salary

Signalling Project 
Engineer 

         

ranging from £40,000 - £60,000 
dependent on experience

   Locations 

UK Wide

   Salary

Signalling Design Manager required 
to head London signalling design 

team and ensure excellent technical 
delivery is maintained. Our 

client requires a leader with a rail 
signalling background who is an 

excellent communicator and 
programme manager.

       

Signalling Design
Manager

pro�t share scheme, healthcare,
pension and 25 days holiday.

ranging up to £75,000 basic

Central London

  Location 

   Salary

IRSE NEWS No.202, July/August 2014).  As a mother of young 
children I feel we focus these far too late.  In the workplace there 
is very little overt or conscious discrimination, it’s much more 
hidden in the assumptions people make: the worst discrimination 
I experience is visitors and callers assuming I am secretarial 
staff.  For my (pre-school) daughters I struggle to find toys 
which fall outside the stereotypes of pink, fluffy, glittery, dolls, 
kitchens, Disney princesses, beauty products and so on.  The 
retail industry is telling parents and grandparents that toy trains, 
cars, diggers, dinosaurs, construction and technology toys are 
for boys, but all girls are good for is looking pretty and doing 
housework.  Labelling of children’s dressing up clothes suggests 
certain professions are reserved by gender (think: do you assume 
men in a hospital ward are doctors not nurses?).  It matters for 
many reasons, including that it restricts children’s interests and 
indoctrinates (false) gender differences.

You can see I have a bee in my bonnet about this, but the 
pertinent point is that many children have been indoctrinated 
pre-school.  Perhaps things like ‘Nina and Neurons’ help 
(although Nina is an actress not an engineer or scientist), but they 
are the exception.  I believe that engineers should be part of the 
campaign against this, in workplaces (never assume the woman 
answering a colleague’s phone is not an engineer), in schools by 
communicating about engineering, but most of all by fighting 
gender-segregation in the retail sector – toys, books, and clothes 
should not be discriminating.

YOUNGER OPINIONS
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At its meeting on 8 October 
2014, Council agreed to 
the appointment of Francis 
How as Chief Executive 
and General Secretary 
to succeed the present 
CE&GS, Colin Porter, when 
he stands down from that 
role at the end of July 2015.

Francis is a Fellow of 
the Institution, and was 
the President during the 
Centenary Year 2012-13.  
He joined the Institution 
as a Student in November 
1976, and was the 
Thorrowgood Scholar in 
1979, having passed the 
Institution’s professional 
examination that year.  

Appointment of new Chief Executive

He has served on a number of IRSE committees, notably the 
Licensing committee and he is currently also the chairman of the 
Education and Professional Development Committee.  Francis 
will be only the 10th General Secretary of the Institution since it 
was formed in 1912.

Colin Porter took over from 
Ken Burrage as Chief Executive 
and General Secretary in July 2006, 
so by next year, will have been 
in position for nine years, which 
he feels is long enough both for 
his own sanity and that of the 
Institution!  He remains full of 
admiration for the stamina of Ray 
Weedon, who served as General 
Secretary of the Institution from 
1958 until 1999, a period of over 
forty years, a feat unlikely to be 
ever equalled let alone beaten.Francis How Colin Porter

IRSE MATTERS

Ethernet for Railway Telecoms and Signalling by Paul Darlington
Report by Tony Pinkstone

The meeting took place at George Stephenson House in York on 
Wednesday 22 October 2014.

Grace Nodes, the York section chairman welcomed members 
and guests to the October meeting.  The notes of the 
March meeting which had been circulated, were approved 
and there were no matters arising.  Since that meeting, 
sadly, three members of the York Section had passed away.  
Quentin Macdonald gave a short tribute to Ray Brown, 
Alan Alger, and John Tachell.  This was followed by a minute’s 
silence in their memory.

The Chairman then introduced the speaker, Paul Darlington, 
who then presented his paper on “Ethernet for Railway Telecoms 
and Signalling”.  Paul began by giving a brief outline of his 
career both in Telecoms and Signalling.  Paul detailed how the 
Ethernet was a data network technology for Local Area Networks 
(LAN) and Metropolitan Area Networks.  It was invented in 
1973, introduced in the 1980s and standardised in 1985 as 
IEEE802.3.  It replaced all competing wired LAN technologies 
and is now the dominant Layer 2 link technology for Transmission 
Control Protocol and Internet Protocol (IP) networks.  Speed has 
increased from 2.94 Mb/s over 100 m to 100 Gb/s over 40 km 
and is now in use in factories, shops and homes everywhere.  
Siemens Modular Signalling uses the Ethernet.  Token Bus was 
developed by GM for manufacturing automotive protocol, 
whereby in a ring of nodes, only the node possessing the token 
could transmit.  Token Ring was further developed by IBM in 
the 1970s as a new LAN.  It ran at 4 Mb/s or 16 Mb/s.  It is now 
obsolete, superseded by Ethernet and Switched Ethernet. 

Ethernet was developed by XEROX as a new LAN architecture.  
The nodes are connected by coax cable on a bus.  Every node 

gets an equal opportunity to transmit.  If more than one node 
transmits, a collision occurs.  The node then re-transmits after a 
random time interval.  Ethernet was standardised as IEEE802.3 
and now works at 100 Gb/s.  Paul showed an application by 
radio in the Hawaiian Islands called Alohanet!  Ethernet was 
invented by Bob Metcalfe at XEROX Parc in the mid 1970s.  It 
was standardised by XEROX.  Further development was done 
by the Digital Equipment Corporation then INTEL.  The name 
Ethernet is derived from the luminiferous ether that was thought 
to be the medium through which EM waves were propagated.  
Ethernet has evolved from a Standard Ethernet of 10 Mb/s to 
a 400 Gb/s Ethernet today.  Paul then showed how the 802.3 
MAC frame is constructed, which accommodates data at 46 1500 
bytes.  Common applications use thick coax bus, thin coax bus, 
Star UTP, and Star coax.  Slides were shown of these applications 
and of the types of cable, fibre, and connectors used.  Typical 
cable spans ranged from 1 m at 100 Gb/s for backplanes to 
single mode fibre up to 40 km.  Layouts for Switched Ethernet 
applications were shown and explained.  The IEEE 802 plenary 
meeting in March 2014 in Beijing detailed the latest areas of 
research and developments in the field internationally.

Ethernet’s success is due to Price, Performance, Availability, 
Ease of use, Backward Compatibility, Scalability, and its being 
an Open Standard.  Paul then showed a slide of the Railway 
IP/Ethernet, and a slide of the present Global Network.  He 
concluded with a short video of Bob Metcalfe in conversation.

Questions were asked by Grace Node, Simon Prince, and Chris 
Sanderson, and the vote of thanks was given by Ian Moore, who 
thanked Paul for a very interesting, well-presented paper.  

YORK SECTION
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SWISS SECTION

An IRSE Swiss Section inspection trip on 19 September gave 25 
members and guests a close look at the Gotthard Base Tunnel 
(GBT), including inside the tunnel’s twin 57 km bores.  Our 
host was Charly Simmen, who is overseeing railway equipment 
installation.  At the time of our visit, the tunnel was about 80% 
equipped; it is slated to enter commercial service in December 
2016.

WHY BUILD A 57 KM TUNNEL?
The GBT is the new heart of the Gotthard transit route linking 
northern and southern Europe.  Its construction reflects a 1994 
referendum that amended the Swiss Constitution to restrict 
trucks on cross-alpine routes such as the overloaded motorway 
between Basel and Chiasso.

The Gotthard mountain route, famous for its spiral tunnels, 
opened in 1882 and will continue to carry some traffic after the 
GBT opens beneath it.  Along with the 15 km Ceneri base tunnel 
between Bellinzona and Lugano, to be opened in 2019, the 
GBT will increase trains from the 1400 tonnes possible on the 
mountain route to 4000 tonnes.  The new route will also save an 
hour for passengers, who will travel through the tunnels at up to 
250 km/h.  The GBT will see up to 300 trains per day.

AUTOMATED TRACK LAYING
The company AlpTransit Gotthard is in charge of building the 
GBT.  At the AlpTransit visitors’ center in Biasca, near the GBT’s 
south portal, films showed us processes such as the custom-
built, automated system that aligns sleepers before pouring the 
concrete that will hold them for many decades.  It progresses up 
to 280 m a day.

We also saw how one of the master systems will let supervisors 
monitor and control underlying systems for traction power, 
signalling, traffic control, drainage, fire protection, door control, 
ventilation and people detection.  The system gives supervisors 
an overview, avoids information overload and lets them to drill 
down to more specific indicators and controls.

PREPARING FOR THE WORST
In an emergency such as a fire, the first goal is to bring tunnel 
operations into a stable state as a basis for further decisions.  
As far as possible, trains will drive out of the tunnel; ETCS was 
modified to allow them to back out.  If required, passengers can 

Inside the Gotthard Base Tunnel
Report by Markus Grämiger and George Raymond

We each received an emergency oxygen supply
Photo R Werner

Outside the cross passage
Photo G Pauli

The view for 35 miles
Photo G Pauli

move into the other bore, either at the cross passages located 
every 325 m or at one of the two “multifunction stations” at 
Sedrun and Faido.  These divide the tunnel into three sections 
and are the best places for trainloads of people to move from 
one bore to the other.

In normal operation, only the piston effect of trains will ventilate 
the tunnel.  In an emergency, active ventilation will extract smoke 
or bad air and inject fresh air via the tunnel portals and Sedrun’s 
800 m vertical and Faido’s 2.6 km lateral access shafts.  The 
multifunction stations also let trains cross from one bore to the 
other.  In case of fire, doors and the ventilation system will keep 
the air pressure in safe tunnel sections higher than in the burning 
section.

IN WE GO
Before entering the tunnel, we each received a coat, a helmet 
and an emergency oxygen supply.  A short, diesel-hauled train, 
usually for workers, took us into the west bore, to a cross passage 
about 2.73 km north of the Bodio portal.  After we alighted, our 
train pulled further north until only its lights were visible.  But the 
diesel’s rumble continued to fill the tunnel.
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Appointment of new Licensing Registrar

Paula Persson, the current Deputy Licensing Registrar, has 
been appointed as Licensing Registrar with effect from 
1 November 2014.  Paula joined the Institution’s staff in 
September 2013.

She succeeds Richard Hobby, who resigned in September 
following his move to Australia, having been in the role since 
2005.  Our thanks are due to Richard for his work in maintaining 
the currency and integrity of the licensing scheme as well as his 
support for other areas of the Institution’s activities. 

Colin Porter

Richard Hobby

A gap between the mountain stone and the concrete 
tunnel lining lets water flow around the tunnel lining and 
into a drainage pipe beneath the track.  This helps keep 
the tunnel dry, which should reduce maintenance needs.  
Up to 400 litres per second of water at 25°C exit the south 
portal.  Proposed uses range from energy extraction to fish 
farming.

The roughly 30 metre cross passage connects the 
west bore with the east bore, which was still fitted with 
temporary construction track.  Equipment cabinets lined 
the passage.  All systems, including the tunnel’s ETCS Level 
2 signalling and traffic control, are built and thoroughly 
tested in cabinets off-site.  Crews then install the cabinets 
in the tunnel and connect them to the tunnel’s fibre-optic 
cables.  Other cables will provide traction power.  Antenna 
cables will enable both GSM-R signalling and cell-phone 
service for passengers.

Boarding the tunnel workers’ train
Photo G Raymond

The tunnel system
©AlpTransit Gotthard Ltd

Cross passage linking the east and west bores
Photo R Werner
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The day started with a task of setting up the railway to make 
it operational.  This involved placing all signals in the correct 
locations around the track.  One of the passenger carriages had 
been modified to hold a number of signals and the group were 
transported around the site on a number of passenger carriages 
pulled by one of the instant start locomotives, placing signals as 
we went.

The signallers then tested that the railway was operating 
correctly, running a train through the site to check for anything 
that would affect the service.  During this period the first 
opportunity for the younger members to fault find occurred as 
one of the signals was dark.  A quick inspection showed a loose 
connection in the signal head which was quickly fixed and normal 
operation resumed.

After a quick tea break we were split up into groups and 
dispatched to Hardwick, Cockrow Hill and Everglades Junction 
signal boxes.  Here, Younger Members were given the 
opportunity to route trains and use the block instruments to 
communicate with adjacent signal boxes in order to send and 
receive trains through the absolute block sections.

 The requirements of passengers on this railway were similar to 
those on the real railway, they did not want to be sitting around 
at stations or signals which meant that everyone was very busy 
ensure trains were routed around efficiently and no one was 
expecting the signal boxes to be quite a busy as they were.  
There were a few minutes “breather” before another request to 
accept a train from the adjacent signal box was ringing out from 
the block bell. 

 An opportunity to see how challenges were overcome during 
degraded mode occurred when a fuse blew which protected a 
circuit that released the electrical locking on a points lever out 
of Cockrow Hill Station.  The points had to be moved manually 
to allow a train to be routed out of the station and other trains 
routed around the loop whilst the failure was investigated and a 
replacement fuse obtained. 

The group gradually dispersed as the day ended and feedback 
confirmed that the visit had been very beneficial to all.  Getting 
hands on-experience in an operational environment helped 
cement principles 
that had been 
learnt in theory.  It 
gave the delegates 
the opportunity 
to experience 
an operational 
environment that 
very few signalling 
engineers get 
the chance to do 
enabling the chance 
to understanding 
what we are all 
working towards 
– the operational 
railway.  The Younger 
Members would like 
to say thanks to John 
Alexander of Network 
Rail for organising a 
great day.
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YOUNGER MEMBERS SECTION

Younger Members Visit to the Great Cockrow Railway
Report by Helen Kellaway

The YM Chairman carrying out some 
signal sighting

Two steam locos and their drivers

On Sunday 24 August 2014, a group of IRSE Younger Members 
assembled at the Great Cockrow Railway in Chertsey, Surrey. 

This railway has its origins dating back to 1942 in 
Walton-on-Thames, starting as a project in John Samuel’s back 
yard.  Thanks to the hard work of volunteers and funding from 
Ian Allan, the system was moved to Chertsey and has been 
expanded over the years to the railway we see today. 

Great Cockcrow is operated and maintained by volunteers who 
give up their time every Sunday throughout the summer months 
to control the signalling, drive the locomotives and ensure that 
visitors thoroughly enjoy their time there.  In the winter months 
when the railway is closed to visitors the volunteers spend their 
time maintaining and improving the site.

The signalling is based on 1950s practice with equipment 
consisting of scale models of upper and lower quadrant 
semaphore signals and colour light signals controlled from three 

signal boxes, two of which 
house Westinghouse style ‘L’ 
all-electric miniature levers 
and the other housing a 
16 lever Stevenson’s knee 
frame with mechanical 
locking, which originally 
came from Waterloo Station 
and controlled the Waterloo 
and City line.  The line is 
fully track circuited, but with 
absolute block working being 
used between signal boxes. 

Locomotive wise there 
are 25 steam locomotives 
and three instant start 
locomotives owned by 
the volunteers.  Signallers 
and drivers are required 
to undertake competency 
assessments before being 
deemed as capable of 
controlling the signalling or 

trains respectively.  Setting the route
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OBITUARIES

We are sad to report the death on 9 October of John Mobbs, 
the former Chairman of ML Engineering (Plymouth) Ltd when it 
evolved into a UK signalling  equipment supplier and turnkey 
projects contractor for British Rail and several overseas railway 
networks.  He was a member of the Institution from 1970 until 
1995. He was 79 and died after a brief illness resulting from a 
brain tumour.

During his tenure, the company successfully introduced the 
ML TI jointless track circuit and also became a significant supplier 
of SSI projects and TEML telemetry systems.  He was a keen 
supporter of the local Plymouth IRSE Section and also enjoyed 
attending several IRSE International Conventions. 

He is survived by his wife, Marina, sons Richard and Philip and 
daughter Patricia.

John Mobbs

John Mobbs is on the right of the three, with ML Equipment 
Director, Geoff Miller, demonstrating a signalling control panel to 

the then local MP Janet Fookes.

FEEDBACK
Signalling, Control and Associated Terms
For a number of years, I have collected railway signalling, control 
and associated terms from English and German language 
publications and collections and the translation of these terms 
into the other language.

This collection has now reached in excess of 600+ pages in 
total and I feel it is about time that I inform everybody of the very 
existence and availability (a first issue was distributed in 2011).

The work has been undertaken in a private capacity with the 
assistance and help of a number of experts including the late 
Stuart Angill.

It is with the above in mind that I ask for this information to be 
shared within IRSE NEWS.

In this way I can try to reach all IRSE members, both individuals 
and corporate.

My intention is to make the collection available in the form of a 
CD ROM, posted to individuals, companies, the media or others 
who may express an interest by writing to the following address 
in response to this letter:

14 Raven Road

Sedgefield

6573

South Africa

The price of the CD ROM for personal use shall be as per the 
actual cost.  For commercial use, it is my intention to enter into a 
negotiated deal.  Please note that it is not my intention to make a 
living from this work.  I can be contacted at the above address or 
via +27 44 343 2193.

Hans Lindenberg MIRSE

Ben Clements BSc MSc MIET MIRSE CEng 

It is with deep regret that 
we have to announce that 
Ben Clements passed away 
on the 25 October 2014, 
aged 50, at St Ann’s Hospice 
in Heald Green following a 
short illness.  Ben was born in 
Wisbech, attended Colchester 
Royal Grammar School, 
graduated with a degree 
in Electrical and Electronic 
Engineering at UMIST and later 
went on to obtain an MSc in 
System Design at Manchester 
University.

Ben was a Chartered Engineer 
and worked in the Railway 
Signalling industry since he graduated.  His first job was with 
GEC General Signal working on the Docklands Light Railway 
project.  He remained employed with GEC (later Alstom) working 
in the UK and France, where he was responsible for designing 
many fail-safe products.  Ben joined Park Signalling Limited as 
Research Director in 2001.

Ben was a highly innovative and accomplished engineer 
who was not frightened to challenge the status quo.  Whilst 
only recently becoming an IRSE member, Ben supported the 
Institution over many years including presenting a number of 
papers.  His death is a sad loss to not only his family, and friends 
in the industry, but the world in general.  Donations to St Ann’s 
Hospice.

John Slinn

Ben Clements
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BOOK REVIEW
The History and Development of 

Railway Signalling in the British Isles, 
Volume 3: Freight Marshalling Yard 
Operation,Control and Signalling

Richard H Parker FIRSE and Mike Peart

ISBN 978-0-9576788-1-1

First Edition 2014

Published by the Friends of the National Railway Museum, 
Leeman Road, York YO26 4XJ

Printed by Post Haste Printers Ltd, Airfield Industrial Estate, 
Pocklington, York YO42 1NR

In this comprehensive book, the history and development of 
this subject has been lovingly researched and presented in a 
fair and consistent manner.  The authors have gone to great 
lengths to cover all areas in detail, to which they should be 
congratulated.  The foreword has kindly been provided by the 
outgoing Managing Director for Network Operations at Network 
Rail, Robin Gisby.

The book starts off in Chapter One with explaining the early 
history of freight on the railways and how it was developed, the 
concept of marshalling yards and the growth and subsequent 
decline of mechanised marshalling of freight on the railways.

Chapter Two details the early systems of control and including 
the development of the first hump yard by the Great Central 
Railway near Rotherham in South Yorkshire.  The introduction 
of retarders and rail brakes from the German State Railways is 
referenced, along with post-war yard developments and the use 
of the concept of ladder versus balloon yard layout systems.

Chapter Three begins by looking at modernised yard 
characteristics, that being the yard layout, the control tower and 
the teamwork required in order that things functioned in the 
correct manner.  The teamwork issue is particularly emphasised 
whilst case studies at Whitemoor and Temple Mills marshalling 
yards are provided.  Wagon performance and the use of 
gradients are also explained.

Chapter Four covers all the technical details for all the 
component parts of the equipment used in the marshalling 
yards, such as signals, points, rail circuits, retarders, along with 
the eddy current brake, speed measuring and control systems, 
speed measuring antenna and various other equipment including 
automatic couplings.

Chapter Five provides analysis and conclusions regarding the 
risk of injury and death to those working in and around the 
marshalling yards.  The impact of the 1963 Beeching report is 
also covered at length and the subsequent changes that came 
into play.  The introduction of TOPS (Total Operations Processing 
System) particularly caught my eye, as this equipment was being 
installed in the early part of my railway career.  The early use of 
radio to communicate between the control tower and the shunter 
driver, mentioned as “before their time” is reviewed.

Appendices One to Six cover the actual and proposed 
locations of mechanised yards, freight train classes, the theory 
behind speed measuring antenna, the measurement of tangent 
rollability, the measurement of curved rollability and even poetry!  
The book is also provided with referneces, picture credits, 
acknowledgements, glossaries and abbreviation listings.

This book would make an ideal Christmas present for any 
Signalling or Telecommunications Engineer and is reasonably 
priced at £30.  For further information of how to purchase a copy, 
please contact nrm.friends@nrm.org.uk.

The Editor

A view through Eddy Current Retarders at Whitemoor Yard
Photo National Railway Museum
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fully integrated projects, fully assured

scottlister.com⁄careers

Signalling  
Revolution
Leadership Opportunities, UK 
£ Excellent + bonus + options

Scott Lister is an engineering advisory consultancy with a 

global pedigree in systems development across a variety of 

sectors. Founded in 2009, we have grown rapidly through 

establishing a strong track record in the delivery of large 

systems-based projects. We have five offices worldwide 

based in the UK, Singapore and Australia, and have delivered 

projects across; Europe, Middle-East, Asia, Australasia and 

North America.

Our rail signalling and systems capability is focussed on novel 

technologies such as ERTMS and CBTC systems and we are 

at the forefront of the application of such technologies in a 

number of countries where we are responsible for design, 

integration and assurance. With a technological shift in 

railway systems, we can offer a world of infinite possibility.

We have a very strong team culture and are seeking world-

class engineers who understand the value of a team-based 

approach to today’s engineering problems. With a modern 

business approach we operate a flat and nimble operational 

structure. With no ceilings in our company we are able to 

reward success completely.

If you would like to be part of a new 

generation of company supporting a 

new generation of railway systems, 

please consider applying for one of 

the following roles on our website:

• Technical Head of Systems  
and Signalling

• Manager, Systems Integration

• Manager, Systems Assurance
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YORK SECTION 2015 ANNUAL DINNER DANCE

The 2015 Dinner Dance will be the 57th annual dinner 
dance and this ever-popular event will be held on Friday 
20 March 2015 at the Marriott Hotel, York.  The reception 
will be at 19.00 for dinner at 19.30.  Dancing to a disco will 
follow the dinner until midnight.

As ever, we would like to invite all members, their 
partners, friends and guests to join us for what is always a 
very enjoyable and informal evening.  There will be a raffle 
with the profits going to charity.

The cost of attending will be £40 per person.  This is the 
same as for 2014.  An incentive for early booking is that, 
as in previous years, places will be strictly limited so please 
book early as reservations will be made on a “first come 
first served” basis.  Last year, two applications for tables 
had to be declined, with regret, due to lack of space.  For 
groups, tables can be arranged to seat 10 or 12 people 
although, initially, only one table may be reserved per 
group. 

Therefore, if you would like to attend, please complete 
the application form below and send it along with your 
remittance to the Dinner Dance Secretary or contact the 
Dinner Dance Secretary direct by email (details below).

For members wishing to book accommodation at the 
Marriott Hotel a special bed and breakfast rate of £115 
per double room per night, and £105 per single room, 
has been agreed with the Hotel.  Again, this is the same 
as last year.  The Hotel has a pool and fitness suite and is 
very family orientated; an opportunity for a long weekend 
in York.

Members wishing to take advantage of this offer must 
apply directly to the Marriott Hotel, Tadcaster Road, York, 
YO24 1QQ (Telephone 01904 701000) quoting “IRSE York 
Section 2015 Dinner Dance”.

Members will be responsible for settling their own hotel 
accounts and the York Section will not enter into any 
correspondence regarding hotel accommodation.

Please note that this will be the only notice for this event and no other separate advice will be sent to members.

" ""
Photocopies of this form are acceptable

To: I T Moore

IRSE (York Section)

57 Green Dyke

Wiggington

YORK

YO32 2WY          United Kingdom

From:

Email:

Tel +44 (0) 1904 761944

Email ianmooreirse@hotmail.co.uk

I would like to reserve _____ places at the 2015 Dinner Dance and will be accompanied by 

(please give title, initials and surname of those wishing to attend if known)                                                     

and I would like _____ vegetarian meal(s).

If possible I/we would like to be seated with:  ______________________                                                

I enclose remittance of £ _______  (cheques must be made payable to “IRSE York Section”). 

Signature  ______________________________________ 


